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tracking down the ISO tracks 





By Karo Bauer 


Credit cards, Eurocheque cards, other types of bank cards and car park 
tickets: even if many of these cards contain chips, they all have magnetic 
strips. This article describes how you can read and decode the contents 
of these magnetic strips. 


Our project consists of three parts: a mag- 
netic-strip (‘swipe’) card reader for ‘playing 
back’ the data tracks, an interface that con- 
nects the card reader to the serial port of a 
PC, and finally, Windows software for decod- 
ing, displaying and managing the data read 
from the cards. 


Swipe reader 


A standard commercial ‘swipe’ (pull-through) 
reader is used to read the cards. With this 
device, the card is manually pulled through a 
slot and thus across a read head. In principle, 
this works exactly the same way as every 
magnetic tape (cassette) data recorder, 
except that here the ‘tape’ is only a few cen- 
timetres long and is glued to the card. In fact, 
if you want to make your own card, you can 
cut a suitable length of magnetic tape from a 
cassette (use a VHS cassette for the proper 
width) and glue it to a plastic or cardboard 
card. However, in this case you will also have 
to put together your own magnetic card 
writer, or find one in an electronics surplus 
shop. Such devices are normally only avail- 
able at ‘professional’ prices (in the four fig- 
ures), while simple swipe readers can be 
found starting at around 20 pounds. 

Even the simplest swipe reader contains a 
small circuit board with the playback elec- 
tronics (amplifier and pulse shaper), and it 
provides a fully processed TTL signal at its 
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pulse diagram 2 


Figure |. The output of the reader module delivers three signals for each track that is read. 
These are shown in two waveform diagrams. 


ISO standard magnetic strip card coding 


The bits are recorded on the magnetic tracks using the Aiken biphase method. The write 
head is driven by a pulse signal. The direction of the current through the head coil changes 
each time the polarity of the signal changes (at each transition). This causes the direction of 
magnetisation on the tape to also change. Each bit is written in a ‘bit cell’, which is a seg- 
ment of the tape in which a logical ‘0’ is represented by a single change in the magnetic 
polarity, while a logical ‘|’ is represented by two changes in the magnetic polarity. This 
means that a single pulse is used to write a ‘0’, while a pair of pulses is used to write a ‘I’. 
The pulses for a ‘l’ are only half as long as the pulse for a ‘0’. The bit cells thus have the fre- 
quency of the ‘0’ signal, and the ‘I’ signal has exactly twice this frequency. This simple 
recording method has the advantage that a read clock signal can easily be generated from 
the read data signal, so that the bits can be decoded independent of the reading speed. A 
‘|’ always has twice the frequency of a ‘0’, regardless of how fast the card passes by the 
read head. 

The ANSI/ISO standard (ISO 3554) is predominantly used for recording and coding data on 
magnetic-strip cards. According to this standard, three tracks are recorded on the magnetic 
strip, each of which is 2.8 mm (0.1 I inch) wide. If you hold the card so that the magnetic 
strip is horizontal and at the bottom, then track 3 is at the top of the strip, track 2 in the 
middle and track | at the bottom. If you look at the tracks, the data are read from left to 
right, just like the letters in a line of text. According to the ISO standard, each track has its 
own coding and intended use, as follows: 


track |: 210 bpi, 7-bit alphanumeric; 79 characters 
track 2: 75 bpi, 5-bit BCD; 40 characters 
track 3: 210 bpi, 5-bit BCD; 107 characters 


This means that track | is the only track with text coding (such as the name of the card- 
holder). The coding of the data in track | uses the ANSI/ISO ALPHA data format, which is 
also called the ISO 7-bit format for short. For tracks 2 and 3, the ANSI/ISO BCD data for- 
mat (ISO 5-bit format) is used for coding. 

The ISO 7-bit format encompasses 64 different characters, using six bits per character. The 
least significant bit (Isb) comes first and is thus read first, while the sixth bit is the msb and 
the seventh bit is an odd parity bit. Of the 64 encoded characters, 43 are alphanumeric 
characters, 3 are boundary characters (start character, separator and end character) and 18 
codes are used for control and special characters. 

The ISO 5-bit format uses the first four bits to encode 16 different characters, while the 
fifth bit is again an odd parity bit. The first bit is the Isb, which is read first. Of the 16 
encoded characters, |0 are numeric (the numerals), 3 are again boundary characters and 
the remaining 3 are control characters. 

Recording data on a track of the magnetic strip always starts with a series of logical zeros 
(‘0 bit cells), in order to synchronise the clock signal for the decoding. A start character 
marks the beginning of the actual data, so that the decoding circuit in the reader starts at 
the right place in counting off bits in groups of five or seven during the decoding. An end 
character stands at the end of the series of data bits in the track, and it is followed by an 
LRC character. ‘LRC’ stands for ‘longitudinal redundancy check’, which is a parity check bit 
for the sum of all the data bits of all preceding characters. This ‘longitudinal parity’ allows a 
double bit error in a character to be detected. This is not possible with the odd parity bits, 
since two bit errors within a single character balance each other out in the parity bit. 
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output. In fact, there are three sig- 
nals for each track that is read, as 
illustrated in the two waveform dia- 
grams shown in Figure 1. These are 
the clock signal, the data signal and 
a Ready signal. As you can see from 
the first diagram, the Ready signal 
(Gis) marks the start and end of the 
reading process when the card is 
pulled through the reader. The end 
point (when GES returns to a High 
level) is delayed 50 ms from the last 
clock pulse. The second diagram 
shows the relationship between the 
clock signal (RGEP) and the data sig- 
nal (RPP). The value of the data sig- 
nal (1 or 0) is sampled on the nega- 
tive edge of the clock signal. The 
data signal is output in inverted 
form, so a Low level at the sampling 
time means a ‘1’, while a High level 
means a ‘0’. The ‘g’ that marks the 
sampling point in the diagram 
stands for ‘good’. The diagram also 
shows the specifications of the pulse 
durations for the clock and data sig- 
nals, as well as the minimum delay 
between the edges of the clock sig- 
nal (level transitions) and the sam- 
pling point. 

A swipe reader made by Hopt + 
Schuler was used for this project. It 
is distinguished by a wide operating 
temperature range (—20 °C to +60 °C) 
and a robust mechanical construc- 
tion. The manufacturer specifies a 
useful life of 300,000 operations for 
the reader and 1000 operations for 
an individual magnetic-strip card. 
The card feed speed may range from 
10 to 1000 mm/s. The reader is avail- 
able in 1-track, 2-track and 3-track 
versions, with the track locations 
corresponding to the ISO standard 
(see the text box). The reader has a 
crimp-contact plug for connecting to 
the evaluation logic (in our case, the 
interface). This connector has 5 pins 
for the 1-track version, 9 pins for the 
2-track version and 12 pins for the 3- 
track version. The interface circuit 
board has connector strips for all 
three versions. However, only the 1- 
track version was used in our proto- 
type for testing, since only this type 
is available as a one-off (from Conrad 
Electronics). 


Track adjustment 


The 1-track reader is set up for the 
ISO-3 track. However, the manufac- 


Elektor Electronics 6/2000 


Track 2 —> 


head carrier plate 
(metal) 





000054 - 13 


Figure 2. With the |-track reader, the track position can be changed by 


repositioning the read head carrier plate. 


turer has made provisions for adjust- 
ing the position of the head carrier 
plate, and thus the track position. 
This is shown schematically in Fig- 
ure 2. The reader comes from the 
factory with the head in the highest 
position, as seen from the base plate. 
This corresponds to the ISO-3 track. 
The carrier plate can be set to five 
different positions using the two 
screws. Only the top, middle and 
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bottom positions are relevant with 
regard to the ISO track locations. The 
top position corresponds to ISO track 
3, the middle position to ISO track 2 
and the bottom location to ISO track 
1. If you always want to read only 
one particular track, then you only 
have to adjust the head position 
once. If you frequently need to read 
different tracks, this sort of reposi- 
tioning is too inconvenient, since the 
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Table I 


Jumper settings 


l-track card reader: jumper on K2 


Track installed jumper 
| l-2 and 7-8 

2 3—4 and 9-10 

3 5—6 and Il-12 


2-track card reader: jumper on K3 


Track installed jumper 
| |—2 and 5—6 
2 3—4 and 7-8 


No jumpers are necessary for a 3-track card 
reader. 


enclosure must be opened and closed each 
time. However, there is a practical solution to 
this problem. You can simply leave the head 
in the top position, as delivered, and alter the 
position of the base plate instead. You can do 
this by placing one or two strips, each 
approximately 4 mm thick, in the bottom of 
the slot. These ‘underlays’ raise the card posi- 
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Figure 3. Circuit diagram of the interface circuit that connects the card reader to the serial port of a PC. 
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Figure 4. Layout of the single-sided printed circuit board 


tion when it is pulled through by either 4mm 
(for track 2) or 8 mm (for track 1). This allows 
the reader to be set up for all three tracks 
without actually modifying the reader. 


Interface 


The schematic diagram of the interface is 
shown in Figure 3. Apart from the voltage 
regulator, it consists of only two ICs: a micro- 
controller and a MAX232. The PIC converts 
the clock and data signals from the card 
reader into a serial data signal for the PC, and 
it also controls communications over the ser- 
ial interface. The MAX232, as usual, converts 
signal levels between TTL and RS232 in both 
directions. 

The three separate connector strips can be 


On Project Disk #000054-1 | 


MAGREAD EXE Windows program 


MAGREAD HEX hex file 
MAGREAD ASM assembler file 
INFO TXT text file 
COPYRIGHT TXT text file 
CONTENTS TXT text file 
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seen in the schematic diagram and 
on the printed circuit board. As 
already mentioned, these are 
intended to be used for the three dif- 
ferent versions of the Hopt & Schuler 
card reader. The 5-pin connector K5 
is intended to be used with the 1- 
track reader described above. The 
circuit can be configured for the ver- 
sion of the card reader that is actu- 
ally used via jumpers placed on the 
pin strips K2 and K3, as indicated in 
Table 1. 

There is nothing particularly 
unusual about the construction of 
the single-sided printed circuit board 
shown in Figure 4. It hardly needs 
to be said that you should inspect 
the board after assembly to be sure 
that all wire jumpers are in place, all 
diodes and electrolytic capacitors 
have been fitted with the correct 
polarisation and the ICs are soldered 
in (or inserted in the sockets) the 
right way around. One important 
point is the use of a sub-D socket for 
K7. In the experience of the Elektor 
Electronics design staff, the most 


COMPONENTS LIST 


Resistors: 
RI,R3,R4,R5 = 2kQ7 
R2 = 8x 10kQ 

R6 = 8kQ2 


Capacitors: 

CI,C3,C12,C13 = 100nF 

C2 = 100uF 25V radial 

C4,C7-Cl11,C14 = lOuF 16V 
radial 

C5,C6 = 33pF 


Semiconductors: 

DI = IN400I 

D2,D3 = LED, low current, red, 
3mm 

D4 = LED, low current, yellow, 
3mm 

D5 = LED, low current, green, 
3mm 

ICI = 7805 

IC2 = AT89C2051-12PC 
(programmed, order code 
000054-41) 

IC3 = MAX232CP 


Miscellaneous: 

KI = 2-way PCB terminal block, 
raster 5mm 

XI = 11.0592 MHz crystal 

K2 = 6-way Jumper 

K3 = 4-way Jumper 

K4 = 9-way pinheader 

K5 = 5-way pinheader 

K6 = |2-way pinheader 

K7 = 9-way sub-D socket 
(female), angled, PCB mount 

PCB, order code 000054- I 

Magnetic card reader e.g., Hopt & 
Schuler Type 832-01 320000000 
(order code 165328-33), see text 

Disk, order code 000054-1 | 


common cause of problems with the 
connection between a Elektor pro- 
ject circuit and PC serial port is that 
the builder has used a sub-D plug on 
the circuit board instead of a sub-D 
socket, and thus used the wrong 
cable. 

An unstabilised 9-V mains 
adapter that can supply around 
100 mA is an adequate source of 
power for the interface circuit. 


Operation 


When the circuit is switched on, the 
pilot lamp LED D2 illuminates. The 
three track-indicator LEDs (D3, D4 
and D5) are alternatingly illuminated 
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| Mowe the Card into the Reader to Read the Active Track | 


ISO Track 1 ISO Track 2 


Orginal Data (Bit Stream)... 


Decoded Data [ASCII]... 


[4 Save Orginal Data 


(> Open Orginal Data 





IS0 Decoding Type 


meses Deuce De @ ISO 5-bit Binary Coded 
( Open Decoded Data C150 /-bit Binary Coded 


Figure 5. User interface of the decoder program. 


as arunning-light display during the 
following initialization phase. On 
completion of the initialization, only 
D5 remains on, which shows that 
track 3 has been selected. As shown 
in Figure 5, the Windows PC pro- 
gram Magread.exe also starts up 
with track 3 as the default selection. 
You can select any one of the three 
tracks on the card by switching the 
tab cards ‘ISO Track 1’, ‘ISO Track 2’ 
and ‘ISO Track 3’. The indicator LEDs 


Magnetic Card Reader 


on the interface card will change to 
match the selected track. When a 
new track is selected, the word for- 
mat is automatically changed to the 
value assigned by ISO (5 bits or 7 
bits). However, if you wish you can 
switch between 5-bit and 7-bit cod- 
ing for any track. 

The rest of the operation of the pro- 
gram is very simple. Two entries under 
the ‘Extra’ menu provide for the conve- 
nient display of data from a Eurocheque 





File Extra Configuration Help 


Kove the Card into the Header to Read the Active Track 


ISO Track 1 ISO Track 2 


000000000000000000000000000000000000000000000000000000101000101000110010 
1071001100111071111000101000111007111111111111000101010011110001001000010 

011101010010101100010110001011001100011111001001101000011101001000100111 
0100100100110110011100100117111110100100110011001011110011110011101011110 
1111017110001011011010011001111110000001000000100000010000001000000100000 
0100000010111110100110000017101000001001001100100010100010010001011010100 
007101011010101010101010110110101001001100001010100001000000100000010000 

0071000000100000010000001001001100001010100001000000100000010000001000000 


7066190 750464369444" LektorfEduard.MAR  *9711101542123450000000940000000? 


IS0 Decoding Type 
[| Save Orginal Data | | (| Save Decoded Data @ ISO 5-bit Binary Coded 


C ISO -bit Binary Coded 


(> Open Orginal Data (> Open Decoded Data 


Figure 6. Sample decoded data for a fictitious credit card. 
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or bank card and a credit card. This is done as fol- 
lows. With a Eurocheque or bank card, first read 
ISO track 3. You can then press function key F5 to 
display the card data (bank sorting code, account 
number, expiry data and so on) in a separate win- 
dow. With a credit card, read ISO track 1 first, and 
then press function key F6 to display the card data 
(card number, cardholder name and expiry date) in 
a separate window. 

Using the Configuration menu, you can 
select the Com port (Com Port Setup), set the 
decoding delay (Decode Delay) and select the 
language for using the program (Deutsch or 
English). The decoding delay sets the time 
between the start of reading and the start of 
decoding, which depends on the type of PC 
used. The standard setting is 2500 ms (2.5 s), 
which is valid for 486/33 MHz PCs and 
upwards. If the data are not correctly 
decoded (as indicated by an error message), 
increase the decoding delay. 

The program shows the original data that is 
received as a bit stream from the card reader 
at the top of the control window, and the 
decoded data (in ASCII) at the bottom of the 
window. You can also start the decoding by 
clicking on the padlock icon at the bottom of 
the control window. Figure 6 shows how the 
data from a credit card are displayed (with 
fictitious data for privacy protection). Starting 
at the left, the first two characters are start 
characters. These are followed by the 16-digit 
card number, followed by a ‘^’ as a separa- 
tor. Next come the last name and first name 
of the cardholder, and then a period and the 
title. The four characters after the next sepa- 
rator indicate the expiry date of the card (in 
this case ‘9711’, which means 11/97). The fol- 
lowing characters represent an encrypted 
code for the credit card firm, which allows an 
offline credit card reader to verify the card 
number. 

The control boxes at the lower left (Save 
and Open for original and decoded data) 
allow you to save and restore the displayed 
information. 


Conclusion 


As already noted, the interface circuit per- 
forms a self-test after power is applied. This is 
indicated visually by running-light display 
using the the ISO track selection indicator 
LEDs. This should move back and forth one 
time. If this is not the case, check the circuit 
for faults (defective components or construc- 
tion errors). When the circuit is working prop- 
erly, it sends a startup message to the PC via 
the serial interface when power is applied. 


Here are some troubleshooting tips: 
Fault: no magnetic card data appear 


39 


COMPUTTR SSS 


|. Verify the COM port settings 
2. Check for faults in the interface cable. 
3. Check the circuit board for faults. 


Fault: only corrupted or erroneous data are 
displayed on the PC 


|. The card was not properly pulled through the 
reader. 

2. The PC (interface card) cannot handle 57,600 
baud. Use a different interface card (with a 16550 


Fault: error message ‘Decoding Error], 
Start Sentinel not Found!’ is dis- 
played 


|. The card was not properly pulled 
through the reader. 

2. The card was pulled through the 
reader in the wrong direction (pay 
attention to the arrow on the reader). 

3. The time between the start of reading 
and the start of decoding is too short. 


to a larger value. 
4. The startup message from the circuit 
is transferred to the PC. 
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Internet addresses: 

Information on magnetic-strip cards: 
www.paulmax.eng.net./indexmag.html 
Swipe readers are available from the 
manufacturer (www.Hopt-Schuler.com) 


Change the decoding delay (Configura- and from www.conrad.de. 


UART) or a different PC. 
tion menu) from the standard 2500 ms 


Software 


The magnetic-strip card reader reads and decodes data as follows. 
The program in the hardware circuit waits in an infinite loop until a 
card is fed into the card reader. As soon as the clock output of the 
reader module, which has negative logic, changes to a Low level, the 
program in the Atmel AT89C2051 microcontroller tests whether 
the signal at the data output of the reader has a High level (corre- 
sponding to a logical ‘0’) or a Low level (corresponding to a logical 
‘|’). According to the level that it finds, it sends a ‘0’ or a ‘I’ via the 
serial interface, which runs at 57.600 baud with | stop bit and no 
parity. 

After the microcontroller program has sent a ‘0’ or a ‘I’ via the ser- 
ial interface, it waits for the next Low level of the clock signal. 

The data are output in ‘clear’ text, which means that they can be 
displayed using any terminal emulation program with the above- 
mentioned interface settings. The data stream could for example 
appear as follows in the terminal program: 


Card 
in reader 
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Hardware flowchart 





clock 
pulse low 
? 





data 
pulse low 
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000011010000110000010001100100100101010110111100000101001111111 


(This can be evaluated as ‘SO 123456789E’, where ‘S’ = start character and ‘E’ = end character). These are the ‘raw’ data that are trans- 
ferred from the interface circuit to the PC. They are evaluated by the program running in the PC. Since the interface sends only raw data 
to the PC, the data can be used in programs that you develop yourself, and the equipment can also be used for special magnetic card cod- 
ings that are not ISO compliant. 

The software in the interface reads in the data string when the card is pulled through the reader. The decoding software starts evaluating 
the raw data after a software-adjustable time delay, which the software needs to allow the serial buffer to be completely read in and emp- 
tied. The decoding software can work with ISO 5-bit and ISO 7-bit encoded magnetic-strip card data. 

The data are decoded in the following manner. A software routine searches for the start character in the raw data string. This is the char- 
acter string ‘| 1010’ for ISO 5-bit data, or ‘101001’ for ISO 7-bit data. Once this is found, the next five or seven characters are read in and 
decoded by a software routine. The following is an extract from the source listing for ISO 5-bit data decoding: 


fünction el sODecode > bit Coded (put serm: String): String, 
begin 
ISODecode Sbit Coded: = n; 


IERTNpUESEr T AWN LY winveto T5ODecodel Sbit Coded- mOr; 

ie input see = 9 VWI)! ithen r5ODecode lobit Coded: mi; 

jhe oben see =e OLY Winvetel IcODecodeTSbiti Coded T9; 

Hoe hohe 00 then T5O0Decode Sbit Coded: S õ{Start Character) 
i nputStr 001 then IcODEcode Tibit Coded — a. e {COmtenol ) 
IEANpuUtStr P 1010 Athen TSODecodelSbit Coded: T y Control eharacter} 
Ie input StEr Oro then r SODeEcode Sbit C oded e ekoholieistelly: 


if T InpuUESEr 
end; 


PflrPie then Fse@bcecode Sbit Coded ʻE’; {end character} 


Since according to the ISO standard, only numeric and control characters are present on tracks 2 and 3, 5-bit decoding is sufficient for 
these tracks. Track | contains numeric, alphanumeric and control characters, so 7-bit decoding is necessary. 
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